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How Concerned are We?

Only 2 in 10 Americans are very worried
that they have spread misinformation
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Ninety-five percent of Americans A new Pearson Institute/AP-NORC poll finds about half of Americans are
identified misinformation as a at least somewhat concerned that they have spread misinformation online.
problem when they're trying to More are concerned that they have been exposed to it.

access important information.

About half put a great deal of |

blame on the U.S. government M Extremely/Very concerned M Somewhat Not very/Not at all
| have spread misinformation,

20% | 26% 53%
even unintentionally

| have been exposed to 41% 35% 23%
misinformation

How concerned are you about each of the following?

and about threequarters point to
social media users and tech
companies. Yet only 2 in 10
Americans say they're very
concerned that they have
personally spread misinformation.

https://www.voanews.com/a/americansagreemisinformationis-a-problem-poll-shows/6262787.html



https://www.cisa.gov/mdm

What is MDM?

Misinformation, disinformation, andhalinformationmake up what CISA defipes
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Aviisinformation is false, but not created or shared with the intention of causing
harm.

Misinformationis deliberately created to mislead, harm, or manipulate a person,
social group, organization, or country.

AVialinformation is based on fact, but used out of context to mislead, harm, or
manipulate.

Foreign and domestic threat actors use MDM campaigns to cause chaos,
confusion, and division. These malign actors are seeking to interfere with and
undermine our democratic institutions and national cohesiveness.
Theresourcesprovided at the bottom of this pagerovide examples and more
iInformation about MDM activities.
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RESILIENCE SERIES GRAPHIC NOVELS

https://www.cisa.gov/resilienceseriesgraphicnovels

Disinformation is an existential threat to the United States, our democratic way
of life, and thecritical infrastructure and functionon which it relies.

I ' 1 Reaillence Series(of which Real Fake is its first graphic novel)
communicates the dangers and risks associated watis- and

misinformation through fictional stories that are inspired by reavorld events.
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Second in the series, Bug Bytes demonstrates how threat actors use social media
and other communication platforms to spread inaccurate information for the sole
purpose of planting doubt in the minds of targeted audiences to steer their
opinion.

Eredllicnae Series
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CISA encourages everyone to use care when consuming information they
receive or come across. Practicing media literapycluding verifying
sources, seeking alternative viewpoints, and finding trusted sources of
InformationTiis the most effective strategy in limiting the effect of
disinformation.



Social Media: Misinformation and Content Moderation Issues for Congress
January 27, 2021

Congressional
2 Research Service
’ % Informing the legislative debate since 1914

This report explores the role that social media can play in the spread of misinformation

addition to beneficial information using the spread of incorrect or inaccurate COY9D
information as an example.

Two features of social media platformshe user networks and the algorithmic filtering used
to manage content can contribute to the spread of misinformation. Users can build their

own social networks, which affect the content that they see, including the types of
misinformation they may be exposed to.

https://crsreports.congress.qov/product/pdf/R/R46662
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Social Media: Misinformation and Content Moderation Issues for Congress
January 27, 2021

Social media users are both the producers and consumers of content. They can post text,
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U.S. Social Media Use The Pew Research Center
estimated that in 2019, 72% of U.S. adults, or about 184
million U.S. adults,19 used at least one social media site,
based on the results of a series of surveys.

This was up from 5% in 2005. Use varied by age, with the
highest percentages using social media being among the
18-29 year old and 349 year old cohorts.

The majority of U.S. social media users report visiting the
sites weekly and many report visiting the sites daily.
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In 2020, a range of information about COMM) its
origin, means of transmission, treatments, and
mitigation measures has been disseminated
through social media.

Some of this information has been accurate based
on the state of knowledge at the time of original
publication, and some has been incomplete,
Inaccurate, or misleading.

Some information that was previously believed to
be accurate was subsequently judged to be
Inaccurate, due to the evolution of scientific
consensus of what is known about the pandemic as
new evidence becomes available.




Social Media:
Misinformation and Content
Moderation Issues for
Congress

January 27, 2021

Should Congress or the Executive Branch take action to address misinformation or content
regulation?

Is action necessary to reduce the spread of misinformation or to prevent censorship?
If action to address the spread of misinformation and prevent censorship is deemed

necessary, which institutions, public and private, should bear responsibility for it?

Who defines misinformation, how, for what purpose, and under what authority?



In mid -February, World Health Organization
director -general Tedros Adhanom
Ghebreyesus told an international security
conference: 3WeAre not
epi demi c. We Ainfedenhia.gjht |

So what A As the best way to separate the
fake? Smithsonian asked experts who study science communication and
misinformation what readers should keep in mind while watching the news, reading
an article or scanning Facebook.

trustw


https://www.smithsonianmag.com/science-nature/how-avoid-misinformation-about-covid-19-180974615/
https://www.who.int/dg/speeches/detail/munich-security-conference

Simply taking a moment to pause and assess the accuracy of the
I nformation youAre spreading hel ps

DonAt jJust rely

A three -step process:

check the source
neck the author

)

check the content. https://www.smithsonianmag.com/scieneeature/how-
avoidmisinformationabout-covidc19-180974615/
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Questions to Ask Before Trusting a
d/ Website

As you search online, you are likely to
find websites for many health
agencies and organizations that are
not well-known. By answering the
following questions, you should be

rYy o able to find more information about
C ‘f‘ these websites. A lot of these detalls
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https://www.nia.nih.gov/health/onlinehealth-information-it-reliable#ask
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Questions to Ask Before Trusting a Website

1. Who sponsors/hosts the website? Is that information easy to find?

2. Who wrote the information? Who reviewed it?

Be careful about testimonials

3. When was the information written?

4. What is the purpose of the site?

5. Is your privacy protected? Does the website clearly state a privacy policy?

BE CAREFUL about sharing y&arcial Security number

6. How can | protect my health information?

7. Does the website offer quick and easy solutions to your health problems? Are miracle cures
promised?


https://www.ssa.gov/ssnumber/

https://wecandothis.hhs.qgov/outreactools/addressinecovid19-vaccinemisconceptions




